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Phat hién vao thang 6/2010 rang mot sau may tinh cd tén goi “Stuxnet” da tan
c6ng mot cd sd hat nhan cua Iran tai Natanz cho thay rang d6i vdi chién tranh
mang tuong lai chinh 13 lic ndy. Stuxnet dudng nhu d& nhiém vao han 60.000 may
tinh, qué nlfa trong s6 d6 1a & Iran; cac nudc khac cling bi anh hudng bao gém An
D0, Indonesia, Trung Qudc, Azerbaijan, Han Qudc, Malaysia, My, Anh, Australia,
Phan Lan va Duc. Virus tiép tuc lan rdng va nhiém vao cac hé théng may tinh thong
qua internet, mac du s’c pha huy ctia nd gid day da bi han ché bdi su’ c6 mat cua
cac bién phap khac phuc hiéu qua va co ché tu hay cla sau dugc xac dinh vao
ngay 24/6/2012.1

! Symantec nd viéc phét hién dién ra vao thang 7/2010, céc tin tfc béo chi lai cho 13 vao thang 6.
Bdo cdo clia Computer World cho rang cac nha nghién cltu tai hdng bao mat Belarus 1a VirusBlokAda
da tim thay nd vao thang 7 trén cac may tinh & Iran. Xem Robert McMillan, ‘Siemens: Stuxnet Worm
Hit Industrial Systems’, Computerworld, 14 September 2010,
http://www.computerworld.com/s/article/print/9185419/Siemens_Stuxnet_worm_hit_industrial_syst

ems; Mark Clayton, ‘Stuxnet Malware is “Weapon” Out to Destroy ... Iran’s Bushehr Nuclear Plant?’,
Christian Science Monitor, 21 September 2010; Mark Clayton, ‘How Stuxnet Cyber Weapon Targeted
Iran Nuclear Plant’, Christian Science Monitor, 16 November 2010; John Makoff, ‘A Silent Attack, but
not a Subtle One’, New York Times, 26 September 2010. Symantec thiét ké ngugdc Stuxnet va dua ra
mot bao cdo ky thuat chi tiét vé hoat dong cla Stuxnet: Nicolas Falliere, Liam O Murchu and Eric
Chien, ‘W32.Stuxnet Dossier’, Symantec Security Response, Version 1.3, November 2010. Trong
thuat nglr mang, sau (worm) la mét chuong trinh hodac ma déc hai dugc chén vao cac hé théng may
tinh ma khoéng dugc su cho phép cla ngudi dung hay nguGi dung khong hay biét. Chdng lay lan mot
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Chuyén gia ngugi Bdc Ralph Lagner da miéu ta Stuxnet nhu mot tén Ilra
mang cdp dd quan su dudc st dung dé tién hanh mét “cudc tdn cdng mang toan
dién chdng lai chuang trinh hat nhan clia Iran”.? Liam O Murchu, Gidm d8c b phan
Phan ('ng An ninh ctia Symantec, cong ty da thiét ké ngudc (reverse-engineer — tiic
thiét k& dua vao san phdm da cd san — ND) con sdu may tinh va dua ra mot béo
cdo chi tiét vé cach van hanh cla nd, da tuyén bd rang “Chilng ta chac chan chua
bao gi& nhin thdy th&* nao nhu thé nay trudc day.” Tap chi Computer World goi d6

Ia “mét trong nhitng mau phan mém tinh vi va bat thudng nhét tiing dugc tao ra”.*

Nhirng tuyén bd nay that thuyét phuc. Stuxnet cé cac dac tinh ky thuat
manh. Tuy nhién quan trong han la bGi canh chinh tri va chién lugc ma & do6 cac
moi de doa an ninh mang mdi dang xuat hién, cling nhu cac tac dong ma sau da
tao ra lién quan tdi boi canh nay. Co6 1€ dang ngac nhién hon ca la su hdi tu gilra toi
pham mang va cac hanh dong cta nha nudc. Cac nha nudc dang tan dung cong
nghé vén dugc thic day bdi tdi pham mang, va c6 18 thué ngoai (outsource) cac
bén th ba khdng thé quy trach nhiém thuc hién cac cudc tdn cdng mang, trong dé
bao gém ca céc t6 chirc tdi pham.

Sau may tinh trong vai tro vii khi

Stuxnet 1a moét chuang trinh may tinh tinh vi dugc thiét k€ dé xdm nhép va gianh
quyén ki€ém soat d6i véi cac hé thdng tir xa theo mét cach thirc ban tu chd. N6 dai
dién cho mot thé hé mdi cadc phan mém doc hai dang s dung mot [an (“fire-and-
forget” malwares). Cac d6i tuogng ma Stuxnet nham tdi déu dugc cach ly (air-
gapped), nghia la ching khong két nGi véi mang internet cong cong va su xam
nhdp doi hdi phai sir dung cac thiét bi trung gian vi du nhu USB dé gianh quyén
tiép can va thiét 1ap kiém soat. Khai thac bon “I6 hdng bao méat ngay s6 khong”
(zero-day vulnerabilities — tirc cac 16 hdng chua timng dudc biét t&i, vi viy khéng c6
thdi gian dé€ phat trién va phan phdi cac miéng va), Stuxnet dd s dung cac
password mac dinh clia Siemens d€ truy cdp vao cac hé diéu hanh Windows vén

cach tu ddng tir may nay sang may khac va cd thé tu nhan 1én hang trdm nghin [An. Xem ‘Worms’,
OnlineCyberSafety, http://www.bsacybersafety.com/threat/worms.cfm.

2 Clayton, ‘Stuxnet Malware is “Weapon™. Langner d3 viét rat nhiéu vé Stuxnet trén blog ca minh
tai dia chi

http://www.langner.com/en/. Ddc biét xem thém Ralph Langner, ‘The Big Picture’, 19
November2010, http://www.langner.com/en/2010/11/19/thebig-picture/.

3 McMillan, ‘Siemens: Stuxnet Worm Hit Industrial Systems'.

* Nhu trén.
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dugc st dung dé& van hanh cac chuong trinh WinCC va PCS 7.° Py la cac chuong
trinh Diéu kién logic 1ap trinh dugc (PLC) vén dudc st dung dé quan ly cac nha
may. Su tai tinh ctia sdu ndm & chd no cd thé tan cong va 1ap trinh lai mét may tinh
muc tiéu.®

PAau tién Stuxnet sé truy tim cac thiét bi kiém soat bién tan (frequency-
converter drives) dugc ché tao bdi hang Fararo Paya cua Iran va Vacon cua Phan
Lan. Cac thiét bi nay dugc diéu khién bdi cac cdu 1énh may tinh PLC v8n kiém soét
t6c dd clia motor bang cach diéu tiét Iugng dién cap cho motor. Nhirng thiét bi nay
dudc dét & t6c dd rat cao vén can dé gilp cho cac may ly tdm téach va téng hop cac
dong vi uranium-235 phuc vu cho cac 16 phan 'ng nudc nhe, va néu dugdc lam giau
cao hon, ¢ thé st dung lam nguyén liéu phan hach trong céc vii khi nguyén tur.”

Stuxnet sau do thay ddi tan s6 dong dién van hanh cac may ly tdm, khién
chiing thay déi téc dd Iuc nhanh IGc chdm theo cac quang thdi gian khac vdi thiét
k€ cia may. Nha nghién cltu cia Symantec Eric Chien miéu ta qua trinh dé nhu
sau: “Stuxnet thay d6i tan s6 dong dién phat ra va vi vy thay ddi tdc dé dong cd
trong cac quang ngan nhung kéo dai hang thang trgi. Can thiép vao téc d6 dong co
s& pha hoai su hoat ddng binh thung cta quy trinh quan ly cdng nghiép.”® Tinh vi
hon, sdu con chra mdt rootkit (phdn mém &n) gilp che déu cac ciu lénh dugc
download tUr cac hé thong cua Siemens.

MOt s& bai bao d3 nham 1an khi cho réng 10 phan 'ng nudc nhe clia Iran dét
tai Bushehr ciing la m6t muc tiéu. Iran khang dinh rang Stuxnet da xam nhap vao
cac may tinh ca nhan nhung phl nhan viéc siu tao ra cac thiét hai nghiém trong.’
Nhung Bushehr khd c6 thé la muc tiéu vi plutonium dudc san xuét bai cac 10 phan
Ung nudc nhe nhu vay khong phu hgp véi muc dich ché tao vii khi. Muc tiéu kha di
han chinh la chudng trinh lam giau uranium cta Iran. Mac du phan I6n 4-5.000 may
ly tdm hoat dong cho t&i bay giG tai cac cd sd& lam giau nhién li€u quy mod cong
nghiép hay th nghiém tai Natanz da san xuat chi loai uranium do6 giau thap, nhung
chinh cdc mdy ly tdm nay cling cd thé dugc st dung dé ché ra loai uranium dé giau

> Xem G. Garza, ‘Stuxnet Malware Used 4 Zero-day Exploits’, 7-windows.com, 14 September 2010,
http://www.7-windows.com/stuxnetmalware-used-4-zero-day-exploits/.

® McMillan, ‘Siemens: Stuxnet Worm Hit Industrial Systems'.

7 Clayton, ‘Stuxnet Malware is “Weapon™; William J. Broad and David E. Sanger, ‘Worm was Perfect
for Sabotaging Centrifuges’, New York Times, 18 November 2010.

8 Eric Chien, ‘Stuxnet: A Breakthrough’, Symantec.com, 12 November 2010,
http://www.symantec.com/connect/

blogs/stuxnet-breakthrough.

° David E. Sanger, John Markoff and William Young, ‘Iran Fights Malware Attacking Computers’, New
York Times, 25 September 2010; William Yong, ‘Iran Denies Malware Connection to Nuclear Delay’,
New York Times, 5 October 2010; William Yong, ‘Iran Says it Arrested Computer Worm Suspects’,
New York Times, 2 October 2010.

©Dwv dn Nghiencuuquocte.net 3




Bién dich & Hiéu dinh: Lé Hong Hiép [

cao co thé sir dung 1am vii khi. Hodc trong mdt kich ban kha di hon nita, ngudi ta
sg rang Iran c6 thé dang van hanh cdc cd sd thiét bi ly tdm bi méat dé ché tao
uranium dd giau cao. Piéu cdt yéu ciia Stuxnet 1a nd cb thé tdn cdng ca nhitng may
ly tdm dugc biét t6i 1an chua dudc biét tai.

Cac dang thirc chién tranh mang dang ndi Ién

PE hiéu dudc tdm quan trong chién lugc cla Stuxnet can phai lam rd nhitng ngd
nhan vé nd. Hay quén di nhitng théu dét trén bao chi. Stuxnet it phltc tap va tién
ti€n hon nhiéu so vdi miéu ta cua bao gidi. Mot s6 dac tinh ky thuat cia nd, bao
gdm ca viéc sir dung mang Iugi kiém soét va diéu khién dua trén DNS, khién cho
né dé bi phat hién han so véi cac malware ma gidi toi pham st dung. Céac kha ndng
va thu thudt cua Stuxnet, bao gdm viéc khai thac cac 16 hdng bdo méat ngay s6
khong, khién nd gidng véi mot bién phap két hgp cac thu thuat, cac doan ma va
thuc tién t6t ddc rat tU gidi téi pham mang toan cau hon 1& mot san phadm kha di
clia mot chuang trinh nghién clu tién tién, tu cha va chuyén biét hay moét phong
lab bi mat. Stuxnet cling khéng cé gi dac biét m&i mé, sang tao. Kha nang xam
nhap cac hé thong bi cach ly da tré thanh tin cli. Cac hacker da sur dung ky thuat
nay dé &n trdm cac tai liéu méat tir US CENTCOM (Bd Chi huy Trung tdm Hoa Ky).

Tam quan trong chién lugc thuc sy clia Stuxnet nam & tam nhin ma no
mang lai vé su tién hdéa cua chién tranh may tinh vén dang dién ra cach xa
Washington. Bong luc cla cudc cach mang nay chinh la gidi t6i pham mang cong
nghiép. Hau nhu tat ca cac su’ ¢c6 mang I6n dugc bao cdo tir nam 2005 trd lai day
déu lién quan tdi cac tha thuat, k§ xao va cac ma gan lién vdi gidi tdi pham mang.
Cac nha chi trich da cao budc Trung Qudc thué ngoai cac bén th ba von hoat dong
ngoai vong phap luat tién hanh cac cudc tdn cong an cdp ban quyén qua mang
chong lai Hoa Ky, hodc it nhat la Trung Qudc da dua vao hoat dong cua cac bang
nhdm nhu vay.!® Cac mang may tinh ma (botnet) dudc quan Iy bdi cdc nhédm toi
pham Nga da tién hanh cac cudc tan cong tur chdi dich vu (DDOS) lam gian doan
cac mang quoc gia cua Estonia vao thang 5/2007. Cac botnet nay chinh la mot
phan cia mot nén kinh té ngam bao gom cac tai nguyén va b6 phan mém phuc vu
tdi pham v8n dugc mua ban, trao d6i va thudng dudgc st dung cho cac cudc chién
gitfa cac céng ty nham budc cac dbi thu canh tranh vé kinh t€ va chinh tri bi loai ra
khéi thé gigi mang.

10 Xem US-China Economic and Security Review Commission, 2009 Report to Congress, November
2009, http://www.uscc.gov/annual_report/2009/annual_report_full_09.pdf; Alexander Klimburg,
*Mobilising Cyber Power’, Survival, vol. 53, no. 1, February— March 2011, pp. 41-60
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Cac botnet dong vai tro then chot trong cudc chién nam 2008 gilta Nga va
Gruzia, ho trg Matxcdva trong vai trd mot bién phap nang cao stic manh chién lugc
khi ti€n hanh cac chién dich quan su théng qua cac cudc tan cong tui chdi dich vu.
Cac botnet cdp d6 thuong mai c6 ngudn gbc tir Nga da lam tdc nghén cac website
chinh phu Gruzia va gidi truyén thong doc lap, dong thdi lam chinh phd nudc nay
khdng thé lién lac v8i ngudi dan. Cac cudc tan cdng tir chéi dich vu gilp tao ra mot
khoang chan khong thong tin lam té liét bd mdy hanh chinh cta Gruzia. Trong mdi
trudng hgp, Nga déu phd nhén su dinh liu cia minh. Tuy nhién cac cudc tan cong
botnet d& hd trg chinh sach nha nudc clia Nga. Mot diéu tai tinh clia chién lugc nay
la khdng ai c6 thé chi ra méi lién hé gilta chinh phi Nga véi cac cudc tdn cdng
mang, gilip bao vé& nha nudc Nga khoi cac cdo budc chinh tri va phap luat.!!

Trudng hop Gruzia va Estonia dai dién cho md hinh dang ndi Ién. Cac cubc
diéu tra bdi cg quan Giam sat Chién tranh Thong tin vé cac cudc tan cong Ghostnet
va Shadows xudt phat tir Trung Qudc cho thdy cac bd phan mém tdi pham ndi tiéng
da xam nhap va an cdp cac tai liéu mat tor cong dong ngudi Tay Tang Iuu vong &
An D6 nhu thé& ndo, cling nhu cach chiing xam nhap vao cac muc tiéu cao nhu B
Qudc Phong, B6 Ngoai giao va cac cd s& nghién clru quéc phong nudc nay ra sao.?
Vu xam nhap quy md I8n gan day vao hé thdng thdng tin mat tai CENTCOM dan tdi
sy that thodt hang ngan tai liéu mat xay ra khi mot USB bi nhiém mét loai virus noi
tiéng da vo tinh dugc ai do sir dung trén mot chiéc laptop ¢ ndi véi mang may tinh
bao mat.

Su’ phé bién cla toi pham trén khdng gian mang mang lai mdt man khoi mu
dé che gidu cac hoat ddng gian diép mang. DGi véi Stuxnet, moét phan 16n cac bang
chiing thu dugc — nhu cadc doan ma, quan hé gilra cac ca nhan, cac mdi tuong
quan trong khong gian mang — cho thay cé mai lién hé gilra doan ma dugc s dung
bdi Stuxnet vdi cong dong lap trinh nudc ngoai dang m& rong cua Nga, ndi cac lap
trinh vién tai nang lam viéc trén mot thi truGng chg xam (grey market) budn ban
cac doan ma. Trong cong dong nay, khong cé su phan biét rach roi gitra cac lap
trinh vién lam viéc hdm nay v@i cac thiét bi SCADA cua Siemens (tuc thiét bi diéu
khién va quan ly cac cdng trinh céng nghiép, vi du nhu hé théng dién lugi — ND)
cho mé6t khach hang cong nghiép & Saratov va ngay hom sau lam [3p trinh online
cac phan mém tro chai cho mét cong ty game nudc ngoai thudc sé hitu cua Israel
nhung dat tai Ireland va Anh. Cac mai lién hé déu mu md, nhung cac dau vét ky

11 Ronald Deibert, Rafal Rohozinski and Masashi Crete-Nishihata, ‘Cyclones in Cyberspace:
Information Shaping and Denial in the 2008 South Ossetia War’, ban thao chuén bi xudt ban vao
nam 2011.

12 Xem http://www.infowar-monitor.net/.
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thuét s6 trong khdng gian mang khdng cho phép ngudi ta 8n danh hoan toan cac
doan ma hay dia diém. Théng thudng cac manh ghép nay cé thé dugc ghép lai
thanh mot bdc tranh toan canh, mac du viéc tim kiém cac cau tra I0i rd rang
thudng rat phuc tap va khé khan.

Stuxnet st dung cic doan ma va ky xao da c6 san. Didu nay phuc vu hai
muc dich. Th(r nhat, diéu nay gilp tiét kiém chi phi bang cach tan dung cac ma da
dudc chéing minh 1a hiéu qua. Nhu td chdic Gidm sat Chién tranh Théng tin d& cho
thdy trong cac bao céo vé Ghostnet va Shadows, mot muc tiéu cd thé clng ldc bi
xam pham bdi mot vai ké tan cong doc lap khac nhau dan gian vi viéc thiét ké va
trién khai cdng nghé khdng tén kém, déng thdi cd hiéu qua trén thuc té.

Th(r hai, viéc str dung cac cdu phan (da cd san) cla Stuxnet cho phép che
dau ngudn goc cua nd. Thach thdc chu chét trong viéc xac dinh cac ké tan cong
mang ndm & hé sinh thai t6i mau cla khong gian mang. Viéc xac dinh thd pham rat
khé chirng minh. Liéu bén chiu trach nhiém cé phai la mot hacker ngudi Nga dang
sinh s6ng & New Zealand, ngudi da dong gop mot phan doan ma dudc s dung
trong rootkit? Hay dé la mot thiét bi trung gian da chuyén doan m& cho mdt ngudi
nao dé lam viéc trong cd quan tinh bdo quan su cla nha nudc? Su mu ma co chud
dich chinh la mot chiéc khién hiéu qua chong lai su’ quy két trach nhiém.

Cach ti€p can nay ciling cd cdi gia cua nd. Bat chap tuong dbi phlc tap,
Stuxnet da nhanh chéng bi vo hiéu héa mot cach hiéu qua. Chi trong vai thang cac
ddc tinh k¥ thudt va cdu phan cla né da dugdc phai bay. Iran dd cd thé nhanh
chéng tan dung stiic manh tri tué ctia cong dong an ninh mang toan cau, ma vé co
ban 1a d3 nhd s6 ddng dé tim giadi phap cho con sdu nay, qua dé gdy nghi ngd cho
nhirng nhan thic 1au nay cling nhu nhitng tung h6 vé tinh hiéu qua cua cac cudc
tan cong mang. Viéc Stuxnet nhanh chdng bi v hiéu hda cling néu Ién cau hdi tai
sao cach ti€p can nay chd khong phai la mot cach ti€p can truc ti€p hodc kin dao
hon lai dugc chon d€ nhdm vao chuang trinh hat nhan cla Tehran. Cau tra I8i phu
thudc vao cac muc tiéu chinh tri va chién lugc ma nhitng ké tdn céng dang sau
Stuxnet mudn nham tdi.

C6 nhiéu dén doan cho rang Israel hodc co thé la Hoa Ky sé phat ddng cac
cudc khéng kich nham tri hodn chuong trinh hat nhan cta Iran trong sut ndm
2011, méc du cd vé nhu Téng théng Obama sé& khé ma déng y cho phép tién hanh
céc cudc khdng kich nhu vay.'® Cac phi ton va Igi ich cla mdt hanh ddng nhu vay

B3 Vi du xem Jeffrey Goldberg, ‘The Point of No Return’, At/antic, September 2010. Goldberg da
phong van mot s6 ngudi trong cudc va bao cao vé diéu ma 6ng cam nhan 1a sy déng thudn rang
Israel sé hanh dong.
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da dugc tranh ludn rdng rai.'* Cac tuyén bs gan day cla céac lanh dao A-rdp thé
hién quan ngai vé mdi de doa hat nhan Iran da mang lai cho ly do hanh dong cua
Israel mot su' kha tin mdi va tinh chinh dang I6n hon. Tiét 16 cia WikiLeaks vé cac
dién tin ngoai giao mat cua My vao thang 12/2010 da cung co su tu tin cua Tel
Aviv. Cac dién tin khdng dinh réng cac lanh dao cac nudc lang giéng A-rdp cua
Israel dong y vd@i canh bao lau nay cua Thu tudng Benjamin Netanyahu vé kha
ndng hat nhdn ngay cang 16n manh cla Iran.'® Vua A-rap Xé&-Gt Abdullah bin
Abdulaziz d& néi véi My rang My can “chat cho ran méat dau”. Téng théng Ai Cap
Hosni Mubarak da goi ngudi Iran la “nhitng ké noéi dbi tro trén”. B6 trudng Qudc
phong Céc tiéu vuong qudc A-rdp Théng nhat da so sanh Tong thong Iran
Mahmoud Admadinejad vd&i Adolf Hitler. Vua Hamad Bin Isa Al Khalifa cia Bahrain
da phat biéu rang chuong trinh hat nhan cda Iran “phai dugc chdn ding”.’® Vua
Abdullah II clia Jordan d& phét biéu trudc cdng ching vao dau ndm 2004, canh béo
vé su’ xudt hién clia mot “vong cung ngudi Shia” do Iran hau thudn von cé thé gay
bt n cho Trung Péng.?” Ong khdng kéu goi tdn cong Iran nhung tinh cdm mudén
chan budc Iran la rd rang.

Liéu mot cude khong kich chong lai chuang trinh hat nhan cta Iran co thanh
c6ng hay khéng? Cac cudc khong kich cla Israel nhdm vao 0 phan 'ng Osirak cla
Iraq nam 1981 va mot cd s@ cua Syria vao nam 2007 da thanh céng, nhung ching
nhdm vao cac vi tri don Ié nam trén mat dat dugc phong thi nghéo nan va gan vdi

1 Gan day nhat, xem Dana Allin and Steven Simon, The Sixth Crisis: Iran, Israel, America and the
Rumors of War (New York: Oxford University Press, 2010); Steven Simon and Ray Takeyh, 'If Iran
Came Close to Getting a Nuclear Weapon, Would Obama Use Force?’, Washington Post, 1 August
2010; Kori Schake, ‘Foreign Policy: Iran Sanctions Are Not Tough Enough’, Foreign Policy, 10 June
2010; Trita Parsi, ‘Want to Defuse the Iran Crisis?’, Foreign Policy, 12 November 2010; Goldberg,
‘The Point of No Return’; Dan Murphy, ‘Could an Israeli Air Strike Stop Iran’s Nuclear

Program?’, Christian Science Monitor, 13 October 2009; Scott Peterson, ‘Iran War Games Begin with
“Ultra Fast” Speed Boats’, Christian Science Monitor, 22 April 2010; Robert D. Kaplan, ‘Living with a
Nuclear Iran’, Atlantic, September 2010; and Sam Gardiner, The Israeli Threat: An Analysis of the
Consequences of an Israeli Air Strike on Iranian Nuclear Facilities (Stockholm: Swedish Defence
Research Agency, March 2010).

15 V& cac tuyén bd cla Netanyahu, xem Dan Murphy, ‘Repercussions of an Israeli Attack on Iran’,
Christian Science Monitor, 12 August 2010.

16 Tan Black and Simon Tisdall, ‘Saudi Arabia Urges US Attack on Iran to Stop Nuclear Programme’,
Guardian, 29 November 2010; ‘WikiLeaks and Israel — Quiet Relief, Louder Vindication, for Now’, Los
Angeles Times, 29 November 2010; Andrea Stone, ‘WikiLeaks: Arabs Agree that Iran is a Threat/,
AoLNews.com, 29 November 2010, http://www.aolnews.com/2010/11/29/wikileaks-arabs-agree-
with-israelthat-iran-is-a-threat/.

17 Abbas Kadhim, ‘Shi'a Perceptions of the Iraq Study Group Report’, Strategic Insights, vol. 6, no. 2,
March, 2007; Ian Black, ‘Fear of a Shia Full Moon’, Guardian, 26 January 2007. Xem thém Bob
Woodward, The War Within (New York: Simon and Schuster, 2008), pp. 2589, cudn sach nay cho
thay cac lo ngai chdng lai Iran khéng phai la diéu m&i mé. Tac gia bdo cdo rang cac bd trudng Hoi
ddng Hop tac ving Vinh da thé hién su lo 13ng vai Ngoai trudng Hoa Ky Condoleezza Rice vé mdi de
doa ma ho cdm nhan nhitng ngudi Ho6i gido dong Shi'ite sé dat ra vdi ngudi Hoi gido dong Sunni tai
khu vuc.
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Israel. Cac muc tiéu & Iran nam cach xa hon nhiéu. Cac tiét 16 cia Wikileaks cho
thay A-rap Xé-ut co thé cho phép bay qua Ianh thd clia minh. Hoa Ky rd rang cling
s& cho phép Israel bay qua Iraq.!® Cac bom pha boong-ke cuia Israel cd thé xuyén
pha cdc cdng trinh ngdm nhu Natanz. M&c du cac han ché vé tiép liéu sé co thé
ngan can Israel tan cong toan bd cac cd s hat nhan cua Iran trong mét vu khong
kich don &, cdc may bay clia nudc ndy van cé thé tan cong céc dia diém chinh von
thiét yéu cho viéc san xuat nguyén liéu phan hach. Bat chap nhirng IGi khoe mé&, hé
thdng phong khdng ctia Iran van té ra dang ngd. Thanh cong sé gilp Israel dat
dugc cac muc tiéu an ninh trong yéu va gilp ngan ngua mot cudc chay dua vii
trang hat nhan trong khu vuc.

Nhung mot cudc khong kich ciing dat ra cac rai ro. Mot cudc khong kich duy
nhat co thé khong thanh cdng, va ciing khdng rd A-rdp Xé&-Ut hay Hoa Ky s& cho
phép bao nhiéu chuy&n bay quéa canh. Israel cd thé ganh chiu nhitng tdn that dang
ké. Iran sé budc Hoa Ky chiu trach nhiém, va co thé tdn cdng cac cd sG va binh linh
clia My & Iraq, Afghanistan va céc noi khac. Nudc nay ciling cé thé gidn doan ngudn
cung dau mo chay tir ving Vinh va gid dau cd thé leo thang. Cac cudc khdng kich
co thé gilp doan k&t mét Iran hién dang bi chia ré va giip Admadinejad va cac
dong minh cung cd quyén luc.

Vay liéu mdt cudc tdnh cdng mang cd mang lai mdt bién phap danh dadi rdi ro
- Igi ich t&t han nham dat dugc muc tiéu ngdn chan hodc lam cham lai chuong trinh
hat nhan cua Iran hay khong? Stuxnet da hoat dong thanh cong t&i mic nao?
Thoat tién, Bd trudng Truyén théng Iran Reza Taghipour d& pht nhan. Ong ta
tuyén bd rang “tac dong va thiét hai cta virus gian di€p nay trong cac hé thdng
may tinh chinh pha la khéng nghiém trong”, va rang “hau hét moi khu vuc bi tac
dong da dugc xac dinh va x{r Iy”.!® Sau d6, Ahmadinejad thira nhan rang Stuxnet
da lam tri hoan chuong trinh nhung né chi tac déng vao mot “s6 lugng han ché cac
may ly tdm”.?° Siemens thira nhan réng Stuxnet da tdn cdng vao 14 nha may cong

18 Goldberg, ‘The Point of No Return’.

19 Scott Lucas, ‘Is the Stuxnet Worm a State-directed Cyber-attack on Iran?, EAWorldView, 26
September 2010, http://www.enduringamerica.com/home/2010/9/26/is-the-stuxnet-worma-state-
directed-cyber-attack-on-iran.

html, trich dan IGi hang tin ban chinh thic Mehr News Agency; ‘Iran Identifies Sources of Stuxnet
Virus in its Computers’, Radio Samaneh/Payvand.com, 21 October 2010,
http://www.payvand.com/news/10/oct/1169.html.

%0 Gautham Nagesh, ‘Iran Says Stuxnet Damaged its Nuclear Program’, The Hill, 29 November 2010,
http://thehill.com/blogs/hillicon-valley/technology/130965-iran-says-stuxnetdamaged-its-nuclear-
program.
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nghiép, ca & trong va ngoai Iran. Tehran da khang khang rang khong cé hoat dong
cla nha may Iran ndo bi tdc ddng nghiém trong.*

Tuy nhién, cac thanh sat vién Co quan Nang lugng Nguyén t&r Qudc té
(IAEA) da bao cdo rang Iran da dirng dua uranium vao cac may ly tdm & Natanz
trong mot tudn vao cudi thang 11, day cd thé 1a chi ddu cho thdy mdt su’ hu héng
I6n.22 MUrc giam 23% s6 may ly tdm hoat dong tir gitta n&m 2009 tdi gitra ndm
2010 cd thé 13 do bi Stuxnet tan cong.?®> Pham vi day du clia su pha hoai van can
thdi gian dé lam rd nhung ngudi Iran rd rang dd chi quan va bi bt ngd bdi mic
dd ma hé thong phong thu cia ho bi xam nhap, ngay ca doi véi cac hé thdng cach
ly dugc bdo vé& cdn mét. Va ngay ca khi cac thiét hai la khdng 16n va dugc khac
phuc nhanh chéng thi Stuxnet van chi ra mot con dudng méi phia trudc. Mot cudc
tan cong tuong lai sira dung cac sau may tinh hodac cac malware phdc tap han cé
thé& gay nén nhiing thiét hai nghiém trong va kéo dai han.

Cac quy chuan dang ndi l1én

Iran da goi Stuxnet la mot su’ that bai. Khdng c6 bang chirng nao chi ra ai la ngudi
thuc hién cac cu6c xam nhdp va gay gian doan, va néu chdng ta chap nhan thong
tin cta Iran vé cac thiét hai thi kho 16ng ndi rang Stuxnet dai dién cho mot su’ sir
dung vi luc, mét cudc tan cong vii trang hay mot cubec xam lugc theo dinh nghia
clia Hién chuong Lién Hiép Quéc.?* Mot nghi quyét cla Dai Hi dong ndm 1974 da
dinh nghia “xam lugc” bao gobm hanh dong “oanh tac bdi cac luc lugng vii trang
ctia mdt Nha nudc chdng lai I3nh thd clia mdt nha nudc khac hodc viée su” dung bét
o vii khi gi cda mét Nha nubc chdng lai Idnh thd cda mot Nha nubc khdc'.>
Nhung nghi quyét ra ddi trudc khi chi€n tranh mang xuat hién. Liéu cac co s§ cong
nghiép c6 dugc coi la “13nh thd” hay khong van chua rd, nhung ching ta cé thé 1ap
ludn mot cach hgp ly rdng hanh dong xam lugc bao gébm ca viéc st dung cac vii khi
mang von ¢ thé gy nén thiét hai d6i véi tai san hodc lam con ngudi bi thuong.

21 McMillan, ‘Siemens: Stuxnet Worm Hit Industrial Systems'.

22 Wwilliam J. Broad, ‘Reports Suggests Problems with Iran’s Nuclear Effort’, New York Times, 23
November 2010.

2 John Markoff and David E. Sanger, ‘In a Computer Worm, a Possible Biblical Clue’, New York
7Times, 29 September 2010.

24 Khai niém “str dung vii luc” theo Didu 2(4) va “tan cong vii trang” theo diéu 51 clia Hién chucng
Lién Hiép Quoc cd mai lién hé véi nhau cling nhu véi khai niém “xam lugc”.

% UN General Assembly Resolution 3314 (XXIX), Article 3(b), http://daccess-dds-
ny.un.org/doc/RESOLUTION/GEN/NRO/739/16/IMG/NR073916.pdf.
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Khdng quan Hoa Ky dinh nghia vii khi la “cac thiét bi dugc thiét ké d€ giét, lam bi
thuang, gay tan tat cho con ngudi hodc gy thiét hai hodc pha hay tai san.”®

Nhung khi nao thi tan cong mang dudc coi nhu viéc sir dung vii luc hodc tan
cbng vii trang? Phan 16n thira nhan rdng diéu nay phu thudc vao cac hoan canh va
hau qua xay ra. Cac cudc tan cong mang nao gay nén thiét hai vat chat hoac lam
con ngudi bi thuang giong nhu thiét hai hay thuong vong trong cac cudc chién
tranh thong thudng thi dudc coi la tudng ducng vdi viéc st dung vii luc va tan
cdng vii trang.?’” Ngat ngudn dién khoi cac cd sd kiém soat khéng Iuu va khién may
bay bi rgi sé dudc coi nhu' la hanh dong st dung vii luc cho du cudc tan cong chi la
mot dang tur chdi dich vu déi véi cac hé thong may tinh, lam gian doan chiic nang
cla chuing, hodc viéc tiém nhiém cac virus, sdu may tinh hodc cadc malware nhdm
dat dugc két qua tuong tu.

Cac cudc tdn cdng mang nao gay nén cac thiét hai vat chat co thé khac phuc
dugc ma khong tao ra hau qua lau dai va khéng lam con nguGi bi thuang thi khong
dugc coi nhu' la viéc s dung vii luc va tan cong vi trang. Vi du, day la cach nhin
nhan doi vdi hang nghin cac suu c6 tham do tim thong tin vé mang (probes) hay
xam nhap mang (penetrations) chdng lai B& Qudc phong Hoa KYy.2® Nhung viéc ha
bé cac ha tang trong yéu nhu hé thong tai chinh cia mot qubc gia, hay gay nén
gian doan nghiém trong déi véi thuong mai, nén kinh té, viéc lam va cudc song thi
cd dudc coi tuong duadng vdi s dung vii luc hay khong? Néu xét trén khia canh
chinh tri thuc tién thi cic cong dan va chinh phu cic nudc phuong Tay s& phan Ung
nhu thé nao néu cac thé ché tai chinh cua ho bi danh sdp mang? Viéc danh sdp cac
cd quan nay thong qua tan cong mang khac gi véi hanh dong tuang tu thdng qua
cac cudc tan cong tén Itra? Cau tra I8i doi véi nhiéu cau hoi nhu vay mac du vay lai
bi chi phdi bdi cac can nhac chinh tri, ngoai giao va chién Iugc haon la cac cudc
tranh ludn séo rong vé cac quy tac cla luat phap quéc té.

Hoa Ky coi khong gian mang nhu mét khdng gian tac chién von thién vé tan
cong. Chinh sach Hoa Ky ro rang tim cach chiém uu thé trong khong gian nay. Hoa

%6 US Department of the Air Force, ‘Compliance with the Law of Armed Conflict’, Policy Directive 51-
4, 1993, para. 6.5.

7 William A. Owens, Kenneth W. Dam and Herbert S. Lin (eds), Technology, Policy, Law and Ethics
Regarding U.S. Acquisition and Use of Cyberattack Capabilities (Washington DC: National Academies
Press, 2009), p. 251 va Appendix D, p. 356.

2 M6t bdo cao dé trinh Ién Qudc Hoi Hoa Ky ndm 2009 cho rdng vao ndm 2008, 54.640 cudc tan
c6ng mang da dugc tién hanh chdéng lai BO Qubc phong Hoa Ky, tang vot so vGi con s6 43.880 vu
ndm 2007. Tudng John Davis, pho tu Iénh phu trach tac chién mang tai B6 Chi huy Mang Hoa Ky
tuyén b8 rang chi trong sau thang dau ndam 2009, quan ddi da chi 100 triéu dé la dé stra chifa cac
thiét hai cia cac mang gay nén bdi cac cudc tan coOng mang. Mac du cac méi quan ngai ngay cang
tang nhung khong cé bén nao bi budc t6i ti€n hanh tan cong vii trang chong lai Hoa Ky. Xem US-
China Economic and Security Review Commission, 2009 Report to Congress,p. 168.
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Ky khéng dua ra chinh sach dugc tuyén bS nao déi véi cac vii khi mang,* nhung
Trung tudng Keith Alexander, tu [énh cla Bd tu [énh Mang méi dugc b nhiém, lai
lam rd rang Hoa Ky c6 quyén dap tra lai qua khéng gian mang mét cubc tan cong
mang nhdm vao cac hé thdng clia B6 Qudc phong.*® Céch tiép cin cua chinh quyén
Obama mang tinh da phuong, mot bao cdo ra soat chinh sach tuyén bd rang “chi
bang cach lam viéc v8i cac déi tdc qudc t&€ Hoa Ky mdi cd thé gidi quyét tdt nhat
céc thach thirc [an ninh mang]”.>! Nudc Anh da kéu goi viéc didu phéi qudc té& vé
chién lugc an ninh mang trong khi van ddm bao dugc uu thé trong khdng gian 0.3

Stuxnet ¢ thé dai dién cho mét bién ddi mdi: dd la viéc sir dung [an dau
tién mot vii khi mang dugc bao boc trong su' mi md bang cach s dung cac tai
nguyén c6 san va cd thé bac bd dudc von dugc 1ay tir cdng dong tdi pham mang
toan cau nham gidp tranh bi quy két trach nhiém. Nhung quy két trach nhiém chi la
mot van dé vé cach giai thich. Viéc dp dung hién tai trén thuc t& mot tiéu chudn bat
Igi vé bang chiing ¢ nghia la cac qudc gia cd thé lang tréanh trdch nhiém ngay ca
d6i véi cac su’ ¢8 xay ra trong mdt phan khdng gian mang ma quéc gia d6 ¢ tham
guyén quan ly vé chu quyén hay quyén tai phan. Luat vé Xung dot Vi trang truyén
thong doi hdi phai xac dinh dugc ké tan cong. Trong chién tranh mang sé kho cé
thé lam dugc diéu dd. Ngay ca khi cac cudc tadn céng xudt phat tir bén ngoai, &
ngoai quéc gia bi nhdm tdi, thi vn con nhifng cau hdi 16n vé trach nhiém cla nan
nhan trong viéc xac dinh dia diém vat ly ciia mét mdy tinh hay mdt mang may tinh.
Nhu Herbert Lin, khoa hoc trudng tai Ban Vién thong va Khoa hoc Mdy tinh ctia Hoi
dong Nghién clru Qudc gia Hoa Ky da chi ra:

Anh c6 thé c6 chi mét dia chi IP, khéng phai la mét dia diém vat ly ma anh ¢

thé tan cong tra thi. Gia du nhu cd mét may tinh diéu khién mang IuGi phong

khdng ctia d&i phuang va anh khdng thé xac dinh dugc vi tri dia ly cla nd. Néu

anh truy lung no6 thong qua mot cudc tan cong mang, thi diéu gi sé xay ra néu

chiéc may tinh d6 ndm & mdt qudc gia trung 1ap? Hay ndm ngay trén chinh

2 Xem Peter Pace, ‘National Military Strategy for Cyber Space Operations’, unclassified memo,
December 2006, http://www.dod.gov/pubs/foi/ojcs/07-F-2105docl.pdf; Cyberspace Operations, Air
Force Doctrine Document 3-12, 15 July 2010, http://www.e-
publishing.af.mil/shared/media/epubs/afdd3-12.pdf.

30 *Advance Questions for Lieutenant General Keith Alexander, USA Nominee for Commander, United
States Cyber Command’, http://armedservices.senate.gov/statemnt/2010/04April/Alexander 04-15-
10.pdf, pp. 19, 24.

3! White House, ‘Cyberspace Policy Review’, May 2009, http://www.whitehouse.gov/assets/
documents/Cyberspace_Policy_Review_final.pdf, p. 20.

32 \Cyber Security Strategy of the United Kingdom — Safety, Security and Resilience in Cyber Space’,
UK Cabinet Office, June 2009.
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I&nh thd cta anh? Chién tranh mang lam phuc tap hda cac van dé va thach
thirc cac khai niém truyén thdng vé su trung 1ap va cha quyén.*

Haon nita, viéc mdt mang botnet dugc st dung dé tan cong Estonia va Gruzia cd thé
bao gom cac may tinh dt tai Chau Au va Hoa Ky sé& khong quan trong bdng thuc t&
rang cac 1&nh didu khién, hodc cdc hudng dan cho cac mang kiém soat va diéu
khién lai xudt phat tir cac dia chi IP ndm trong Lién bang Nga.

Thay déi cac tiéu chudn vé quy két trdch nhiém s& thay d6i cac gidi han hién
tai dang dat khong gian mang ra ngoai vong phap luat vé xung dot vi trang va luat
phap quoc té, dong thdi dua nd vao vi tri dudc diéu chinh bdi Hién chudng Lién
Hiép Qudc. Viéc nay ciling sé khién cho khong gian mang nhat quan vdi Chién lugc
An ninh Quoc gia cua Hoa Ky von tir sau su' ¢c6 11/9 da budc trach nhiém doi vdi
cac qudc gia chlra chap nhitng ké phat dong tan cong, déng thdi cho phép Hoa Ky
cd quyén thuc hién tdn cdng phu dau dé ngan chan, rén de hodc pha huy cudc tan
cdng do. Mot su thay d6i nhu vdy sé lam ndi bat van dé liéu mét su phan (ng
thong qua khong gian mang c6 mang lai mét lua chon dugc ap dung dau tién hay
cudi cung va dap Ung dudc cac tiéu chi vé su’ can thiét va mic do tudng xirng theo
luat phap qudc t€ hay khong. Nhu Lin chi ra, nhithg van dé nay khi ap dung vao
khong gian mang van con chua dudc kiém ching: “Day 1a mét I&nh dia méi va doi
héi tu duy mdi khi cac quéc gia phat trién cac chinh sach cho tuong lai d€ chdng lai
va bao vé& minh trudc cac cudc tan céng mang.”*

Cac qudc gia phan 'ng nhu thé nao, va miic d6 ung hé ma ho tao ra trong
viéc tu vé chong lai m6t cudc tan cong la bao nhiéu, tat ca phu thudc vao si'c manh
va tam quan trong tuong doi cla ho. Vi du, vao nam 2007, thach thdc dé da da
hién dién trudc Estonia, nudc da cdo budc Nga ti€n hanh cac cubc tan cong tu choi
dich vu gy té liét.> La mot thanh vién NATO, Estonia tim cach kéu goi viéc phong
thu tap thé theo Diéu V cia Hién chuong Dai Tay Duong. Tuy nhién, NATO da tur
chdi cao budc Nga thuc hién tan cong vii trang. Vi B trudng Qudc phong that vong
cla Estonia Jaak Aaviksoo da so sanh cudc tan cong tur chdi dich vu véi mot hoat
déng khung bd. Tallinn tuyén bd rang tan cong tir chdi dich vu chéng lai cadc mang
qudc gia dugc phdi hgp bdi cac may tinh dat trong khéng gian mang cia Nga va it
nhat nhan dugc su dong y cong khai cla gidi chifc nudc nay. Trong cac hoan canh
khac, diéu nay cd thé thda man tiéu chi ma dua vao dé NATO xac dinh mdt cudc

33 Phéng van véi Dr. Herbert Lin.

3 Nhu trén.

% Xem Ian Traymor, ‘Russia Accused of Unleashing Cyberwar to Disable Estonia’, Guardian, 17 May
2007; ‘NATO Says Urgent Need to Tackle Cyber Attack’, Reuters, 21 June 2007; Evgeny Morozov,
‘The Fog of Cyberwar’, Newsweek, 18 April 2009.
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tan cong vii trang da xay ra m3c du dang ké 1a khong cé thiét hai vinh vién nao déi
vdi tai san hay thuang vong nao déi vdi con ngudi xay ra. Aaviksoo thira nhan rang
ca EU va NATO d3 khdng dinh nghia “diéu gi cé thé dugc coi nhu' 1a mét cube tan
codng mang hodc dau la quyén cua cac nudc thanh vién va dau la nghia vu cua EU
va NATO néu cac cudc tidn cdng nhu vay dugc tién hanh”.3® Ong ndi thém rang
“NATO khong dinh nghia cac cudc tan cong mang la moét hanh vi quan su rd rang.
Piéu nay cd nghia 1a cac quy dinh ctia Diéu V ...sé khdng tu’ ddng dugc ap dung.”’

Viéc van dung tan cdng mang bai cic qudc gia van con han ché. Nhung rd
rang nhu trong trudng hgp Stuxnet, né néu lén van dé liéu hanh dong nay cé dugc
bién minh theo Hién chuong Lién Hiép Qudc hay khong? Li€u cudc tan cong cd phai
la mot hanh dong tu vé chong lai mot moi de doa hién hitu va rd rang, nhu nhirng
ngudi ung hd viéc chdm dit chuong trinh hat nhan cda Iran sé cd thé 1ap luén, hay
do chi la mot cudc tan cong vii trang khong dudc bién minh cling nhu viéc can
thiép khong dugc phép vao cong viéc ndi bd cia mot qudc gia khac, von bi cam
theo Diéu 2(4) cla Hién chuong?

MUrc d6 tudng xiing dat ra mot gidi han khac. Quyén phat dong chién tranh
— jus ad bellum — doi héi mot su phan *ng tuong xing nham tranh thiét hai khong
chu dich. Nhu thé nao la moét su’ phan (*'ng tugng xing la mot doan dinh mang tinh
chu quan c6 hitu. Biéu nay quan trong doi véi cac quoc gia mudn hanh dong cua
minh dudc coi Ia hdp phap. Nhung nd cb thé khdng quan trong ddi véi mdt qubc
gia khong quan tam diéu do, hoac khi bi tan cong, mubn guri moét thong diép ran de
tuagng lai manh mé dai véi ké tan cong.

Van dé cla viéc phu thudc vao Lién Hiép Quédc 1 & chd quy trinh néu dua
Ién Lién Hiép Qudc sé cham chap, bi chi phdi bdi tinh chinh tri va hau nhu vo ich
khi d6i mat véi cac cudc tan cong thdi gian thuc. Nhung diéu nay mang lai mét
kénh dé thao luén, td cdo, va thdm chi la hanh ddng, diéu v6n cd thé hitu ich vé
mat ngoai giao d6i véi cac van dé lau dai. Iran sé thay H6i dong Bao an it co gia tri
trong viéc U'ng pho v@i Stuxnet. Xac suat cua viéc Iran gianh dugc mot nghi quyét
ung hd 13p trudng cta minh la bang khong. Cau hdi thd vi hon 1a Igi ich ma qudc
gia phai chiu thiét hai khdng chd dich sé cd dudc la gi? Co I€ Igi ich d6 la sur dung
ap luc d6i véi nhitng nudc dung tdn cong mang nham han ché cac chién dich trong
tuong lai, qua do gilp tranh dudc cac thiét hai nhu vay.

Cudc tranh luan vé viéc sau Stuxnet — hodc mot phién ban tucng lai nguy
hiém hon — ¢6 dudc coi la viéc st dung vii luc hay mét cudc tdn cdng vii trang

* Traymor, ‘Russia Accused of Unleashing Cyberwar ’
3 Nhu trén.
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khong s& dan chung ta t&i dau? Israel va My sé 1ap ludn réng hanh déng nham tri
hodn hodc pha hdy cac cd sé hat nhan cua Iran la mot hanh dong tu vé chong lai
mot mGi de doa hién hitu, do d6 khong bi cam doan va gilp ngan nglra mot cudc
chay dua vii trang c6 thé mang tinh hay diét, cho nén hanh déng dé dudgc cho phép
theo Piéu 51 clia Hién chudng.® Iran sé 1ap ludn réng céc dién dich nay vugt qué
pham vi théng thudng clia khai niém tu vé va rdng Stuxnet la mét su’ can thiép bi
cdm doan vao cbng viéc ndi bd clia nudc nay. DU khang dinh quyén dugc phat trién
nang lugng hat nhan mot cach hoa binh, Iran da bac bé bat cf y dinh nao trong
viéc ché tao vii khi hat nhan, mdc du cac may ly tam & Natanz sé khé giai thich trur
viéc chiing 1a mot phan nd Iuc nhdm dat dugc it nhat 13 ngung néng luc vii khi hat
nhan.* Iran ciing c6 thé 1ap ludn rdng muc tiéu cta nudc nay hoan toan mang tinh
phong thu va khong tao ra mot mGi de doa nao dGi véi nhitng qudc gia khong xam
lugc.

Két luan

Van chua rd thiét hai vat chat phai 6 mic bao nhiéu thi méi dugc coi 1a tuong
duaong vdi viéc sur dung vii luc. Vé van dé quy mo, Lin dat cau hoi: “Liéu c6 (hay
nén co6) mot dang tan cong mang ma du quy mo han ché ciling dudc coi nhu viéc
sir dung vii luc, va cho phép ddi tugng bi tdn cdng cd thé cd hanh déng nao do6 dé
tu vé ma di xa hon viéc dan thuan bao vé muc tiéu trudc mét hay khong?”.*® Cling
cd mot cau hdi phu la liéu mot cudc tan cong cd y dinh nhung khong thanh cong
trong viéc tao ra thiét hai I6n hon thi c6 dugc xép vao loai nay hay khong. Ham y
cla nhirng kich ban nay minh hoa cho su phiic tap ma tan cong mang dat ra cho
tuong lai. Tan cong mang rat khé cham dit va cac hacker da chirng minh internet
la mét kénh Iy tudng dé chén cac malware (vao cac hé thdng muc tiéu). P4 la ly do
tai sao nhiéu ngudi ung ho viéc tach cac ha tang trong yéu ra khéi internet hoac
dat ra cac giao thdc an ninh nghiém ngdt d& ngén nglra xdm nhap. Stuxnet thém
vao mdt van dé cu thé: rd rang mdt s6 mdy tinh bi nhiém virus thdng qua USB.
Thuc hién diéu nay doi héi hiéu biét vé linh vuc chuyén mén. Bao chi cho réng c6

3 Vi du, xem W. Michael Reisman, ‘Criteria for the Lawful Use of Force in International Law’, Yale
Journal of International Law, vol. 10, 1985, pp. 279, 281; W. Michael Reisman, ‘The Use of Force in
Contemporary International Law’, American Society of International Law Proceedings, vol. 78-79,
1984-85, pp. 79-84; W. Michael Reisman, ‘War Powers: The Operational Code of Competence’,
American Journal of International Law, vol. 83, 1989, p. 777; Michael N. Schmitt, ‘Computer Network
Attack and the Use of Force in International Law: Thoughts on a Normative Framework’, Columbia
Journal of Transnational Law, vol. 37, 1999, p. 885.

¥ ‘Iran's Rights to Nuclear Nonnegotiable: Ahmadinejad’, Reuters, 10 November 2010;
‘Ahmadinejad: Iran is Now a “Nuclear State™, Associated Press, 11 February 2010.

0 Phéng van véi Dr Herbert Lin.
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ngudi lam tay trong tai mot cd s3 hat nhdn nao dé cda Iran, nhung do cd thé Ia
mot k&t ludn voi vang. Stuxnet dd nhiém vao nhiu mdy tinh & nhiéu nudc khac
nhau, va van chua hoan toan rd rang con sau nay dad dudc phét tn nhu thé nao.

Cac cudc tan cong mang co rui ro tao ra cac thiét hai khong chu dich. La mot
nha may chlra cdc may ly tdm cd thé dudc sir dung dé ché tao uranium cdp dd vii
khi, Natanz dap ('ng tiéu chuan ciia mdt muc tiéu quén su ding nghia. Cac tai san
8 cac quoc gia khac ma Stuxnet khong dinh tan cong thi khong. RO rang Stuxnet da
pha huy tai san cua mot s6 qudc gia bén ngoai Iran, nudc chi chi€ém 60% truGng
hogp nhiém Stuxnet. MOt s6 thiét hai & cac nudc nhu An D, vén cé mot vé tinh bi
anh hudng, cé thé nghiém trong. Diéu nay tao nén rui ro nghiém trong tiém tang
vé dap tra chinh tri néu bén tién hanh tan cong dugc nhan dién.

M6t vu tan cdng mang dudc tién hanh t6t mang lai co hdi d€ xac dinh muc
tiéu mot cach tinh vi. Nhung néu thiét hai tir cdc vu tdn cdng mang cd thé dugc
khac phuc mét cach nhanh chdng thi cdc can nhic chién lugc can than can dugc
dua ra d€ so sanh chi phi va Igi ich clia tdn cdéng mang so Vvdi tdn cdng quén su
truyén théng. Chac chan mot Igi ich quan trong cua tdn cong mang la cd hoi cao
han trong viéc dat dugc cac muc tiéu nhu lam cham lai chudng trinh hat nhan cua
Iran ma khong gay nén thuong vong cho nhitng ngudGi dan thudng vo tdi ma cac
cudc khong kich nhiéu kha nang sé gay ra.

Kho khan trong viéc xac dinh tha pham tdn cong mang gay nén nhiéu rac roi
cho viéc phan (ing lai. Cac qudc gia nhu Iran va Israel sé hanh dong dé bao vé Igi
ich ctia ho, nhung ho s€ mu6n cong dong quoc t€ thira nhan tinh hgp phap cua
hanh dong ma ho thuc hién. Luat vé Xung dot Vi trang va Diéu 51 thuc t€ déu yéu
cau hanh dong tu vé phai dua trén viéc chitng minh dugc danh tinh ké tan cong.
Khdng rd l1a mdc dd chic chan trong viéc nhan dién nay dén mdc dd nao thi cd thé
dua ra dugc phan Ung. Tién hanh mot hanh dong phan 'ng chdng lai mot bén vo
tdi sé tudng dudng vGi hanh dong xam lugc, ch( khéng phai tu vé. Tuy nhién,
trong trudng hgp nay cac blogger ngudi Israel da ca nggdi su tham gia cia nudc
nay. Diéu nay gilp lam r6 tha pham, giam ganh nang cho Iran néu Iran chon cach
tra dia.

Mdc du khéng cdé bang ching ré rang cho thdy Stuxnet dd khién
Ahmadinejad bi céng luén chi trich rang chinh ph da khdng thé bao vé cac ha tang
trong y&u mot cach hiéu qud, nhung khdng gian mang van cé thé [a mot cong cu
dé€ lam mat uy tin, gay bat 6n va lam suy yéu chinh quyén cla cac ché dd déi dich.
Khong gian mang cling mang lai kha ndng I6n nhdm tan cng cac ké thu vdi rdi ro
thap han so véi sir dung cac cong cu quan su truyén thdng. Vi du, Bac Triéu Tién
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gay nén cac moi de doa khac nhau ngoai chuong trinh hat nhan cta nudc nay, vi
du nhu viéc lam tién gia quy mé I8n. Tan cong mang mang lai cac lua chon té ra
hiéu qua trong viéc dap lai nhitng hanh dong t6i pham nhu vay. Hon nira, khong
gian mang lai it ton kém haon so véi hanh dong quan su truyén thong. Chua ro
Stuxnet mat bao nhiéu chi phi dé 1ap trinh, nhung gan nhu chac chan 1a nd ré hon
so V@i chi phi cia mot chi€c may bay ném bom.

Céac bén th( ba hién dang cdng tac véi mot nha nudc cd thé hodc khéng thé
bi ki€m soat mdt cach chit ch&. Cac nhdm tdi pham giéng nhu linh danh thué. Ho
¢ thé ban céc dich vu ciia minh hai [an. Thué ngoai gidi tdi pham ngam la mét viéc
lam rai ro. Tuy nhién, v& mat trai, su tién hda cla cac chién lugc mang cd thé gy
bat Igi cho Hoa Ky so vdi cac qudc gia khac khi thué ngoai cac bén thir ba ti€n hanh
cac cudc tdn cdng mang hodc dua vao ho dé déi phé vdi cac mdi de doa mang.
Lut ch6ng Lam dung va Lira ddo My tinh** d3 dit ra cac han ch& nghiém ngét doi
v@i kha nang cua Hoa Ky trong viéc thué ngoai cac hoat dong mang, it nhat la néu
thué cac cong dan Hoa Ky.

Cudi cing, mdt rdi ro chién ludc trong yéu clia tdn cong mang ndm & chd
kha n&ng dién ra leo thang cac hanh dong dap trd. Cac qudc gia nhu Iran va Béc
Triéu Tién dudc cho la cé kha nang ti€p can cac nang luc mang tinh vi. Cac cubc
tdn cdng mang hiéu qua bdi cac qudc gia nhu vy 1én cac ha tdng trong yéu cd thé
tao ra nhitng van dé Ién. Van dé quy trach nhiém ké tan cong ma Iran gap phai
trong trudng hgp Stuxnet sé lam han ché kha nang clia cac qubc gia khac trong
viéc dap tra, dac biét la néu xét dén so6 lugng cuc I6n cac cudc tan cong mang ma
cac nudc phuong Tay dd ganh chiu. Ching ta cd thé té ra dé bj ton thuong han so
v@i cac nudc dé. Thuc té€, mot bao cao gui IEén Qubc hoi vao giifa thang 12 da canh
bdo rang Stuxnet c6 thé dugc diéu chinh két hgp vao mét loai vii khi cé thé gay
nén thiét hai rong khdp cho cac ha tang trong yéu & Hoa Ky.*? Céc chién lugc sur
dung cac vii khi mang nhu Stuxnet can phai cn nhac thuc té rang déi tha cd thé
cd gang st dung chiing dé€ chdng lai chinh ching ta.*

*1 18 USC 1030, amended in 1988, 1994, 1996, 2001 (by the USA Patriot Act), 2002 and 2008 (by
the Identify Theft Enforcement and Restitution Act), Ludt quy dinh mdc phat nghiém khac 1én cac
bén nguGi Hoa Ky nao gay nén it nhat 5.000 do la My thiét hai d6i véi may tinh cia mot bén khac.

2 paul K. Kerr, John Rollins and Catherine A. Theohary, The Stuxnet Computer Worm: Harbinger of
an Emerging Warfare Capability, CRS Report for Congress R41524 (Washington DC: Congressional
Research Service, 9 December 2010).

*3 Mark Clayton, ‘Stuxnet “Virus” Could Be Altered to Attack U.S. Facilities, Report Warns', Chrisian
Science Monitor, 15 December 2010.
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GIOT THIEU DU AN NGHIENCUUQUOCTE.NET

Muc dich

Nghiencuuguocte.net 1a mdt du an phi chinh tri, phi Igi nhudn nhdm muc dich phat trién ngudn hoc
liéu chuyén nganh nghién clfu qudc t€ bang ti€ng Viét va thic day viéc hoc tap, nghién clfu cac van
dé quoc t€ tai Viét Nam.

Ly do ra dgi

Trong khi s6 ngudi hoc tap va nghién clru vé cac van dé quoc té & Viét Nam ngay cang gia tdng thi
viéc ti€p can cac tai liéu mang tinh hoc thuat cla thé gigi vé linh vuc nay con rat han ché vi hai ly
do: Th{ nhat, cac tai liéu nay thudng phai tra phi mdi ti€p can dudc, trong khi cac trudng dai hoc va
vién nghién clru cta Viét Nam hau nhu khong cd chi phi trang trai. Th( hai, cac tai liéu nay cha yéu
dugc xudt ban bang ti€ng Anh, khi€n nhiéu sinh vién, nha nghién cliu, va déc biét la quang dai doc
gid quan tdm dén cac van dé qubc t€ nodi chung, gap kho khdn trong viéc ti€p thu, linh
hoi. Nghiencuuguocte.net ra ddi véi hi vong sé gop phan khdc phuc dugc cac van deé trén.

Hoat dong chinh

Hoat dong chinh clia Nghiencuuquocte.net1a bién dich sang ti€ng Viét va xuat ban trén website cla
minh cdc ngudn tai liéu mang tinh hoc thudn bang ti€ng Anh vé linh vuc quan hé qudc té, bao gom
chinh tri quoc t&, kinh t€ qudc t€, va luat phap quoc té.

Cac tai liéu nay chl yéu la cac bai bao trén cac tap san qudc té€, cac chuang sach, hodc cac tai liéu
tugng Ung, da dudc xuat ban bdi cac nha xudt ban, cac truéng dai hoc va vién nghién cru co uy tin
trén thé gidi.

Du an uu tién bién dich va xuét ban:

«  Cac bai viét mang tinh nén tang dai vdi linh vuc nghién clru qudc t€;

«  Cac bai viét co nhiéu anh anh hudng trong linh vuc nay;

«  Cac bai viét lién quan truc ti€p hodc coé anh hudng, ham y gian ti€p dén Viét Nam;
«  Cac bai viét dugc dong dao doc gia quan tam.

Trang chl du an: http://nghiencuuquocte.net/

Thong tin thém vé Dy an: http://nghiencuuquocte.net/about/

Danh muc cac bai da xuat ban: http://nghiencuuquocte.net/muc-luc/

Theo doi Du an trén Facebook: https://www.facebook.com/DAnghiencuuguocte

Y kién dong gdp va moi lién hé xin guri vé: L& Hong Hiép, nghiencuuquocte@gmail.com
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